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SteganographySteganography is a mode of overt ommuniation.Emb(·)message mkey kover X Ext(·)key kmessage mhannel withpassive wardenstego YX and Y are r.v. on X n � digital images for exampleEmb(·), Ext(·) ... embedding, extration funtionsPerfetly seure steganography:Probability distribution of X and Y are exatly the same.No statistial test (warden) an detet steganography.Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 2 of 16



Can we onstrut perfetly seure stegosystems?Yes, but ...only for arti�ial over soures for whih we know the exatprobability distribution (Gaussian).No perfetly seure stegosystem exists for real digital media.
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Can we onstrut perfetly seure stegosystems?Yes, but ...only for arti�ial over soures for whih we know the exatprobability distribution (Gaussian).No perfetly seure stegosystem exists for real digital media.In pratie, we have to do...Steganography by over modi�ation:Stego objet Y is produed by slightly modifying some of theelements (pixels, DCT oe�ients, ...) in X .Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 3 of 16



Whih pixels an be hanged?Pixels in hard-to-model ontent.
Do not hange saturated pixels!
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Minimal-distortion EmbeddingPixels in textured areas an be hanged more frequentlythan those in smooth areas.Embedding operation Ii ⊂ I :Set of stego pixels into whih ith over pixel an be hanged.Binary if |Ii | = 2 for all pixels.Additive distortion funt.: ρi (yi ,x) = ost of hanging xi → yiost of hangingover x to stego y D(x ,y) =
n
∑i=1ρi (yi ,x)Example:

ρi(xi ,x) = 0 and ρi (xi −1,x) = ρi (xi +1,x) = 1 # of hanges
ρi(yi ,x) ≫ 1 if yi should almost never be used for pixel iFiller, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 5 of 16



Problem Fomulation & Optimal Solution
THEORY
Embedding algorithm for FIXED over x:Selet stego y with probability Pr(y |x) = π(y |x).What is the best distribution π?Payload-limited sender: hoose π suh thatminimize expeted distortion while Entropy[π] = m bitsSolution: π(y |x) ∝ exp(−λD(x ,y)) and λ solves payl. onstr.

Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 6 of 16



Problem Fomulation & Optimal Solution
THEORY
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Problem Fomulation & Optimal Solution
THEORY
Embedding algorithm for FIXED over x:Selet stego y with probability Pr(y |x) = π(y |x).What is the best distribution π?Payload-limited sender: hoose π suh thatminimize expeted distortion while Entropy[π] = m bitsSolution: π(y |x) ∝ exp(−λD(x ,y)) and λ solves payl. onstr.PRACTICE:Send m bits in stego y with D(x ,y) as small as possible.Reeiver does not know over x and osts ρi , just msg. size!MAIN CONTRIBUTION: pratial and near-optimalapproah for solving non-binary embedding problem.Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 6 of 16



(1)Binary embedding operation.Cover and stego pixels ∈ {0,1}Review of known fats and algorithms.
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Syndrome CodingCommon tool for solving the soure-oding problem.
H ∈ {0,1}m×n ... shared parity-hek matrixExtration funtion:

=H

y mm= Ext(y) = Hy
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Syndrome CodingCommon tool for solving the soure-oding problem.
H ∈ {0,1}m×n ... shared parity-hek matrixExtration funtion:

=H

y mm= Ext(y) = HyEmbedding funtion:y = Emb(x,m) = arg min
Hy=mD(x,y)Replae x with y, suh that D(x,y) is minimal and Hy =m.Embedding is NP hard problem for general parity-hekmatrix ⇒ we need some struture in H.Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 8 of 16



Syndrome-Trellis Codes (SPIE 2010)Pratial and very versatile lass of linear odes.Parity-hek matrix: banded matrix
H = 0 0

⇒
e�ient graphialrepresentationEmbedding argminHy=mD(x,y) is realized by the Viterbi alg.STCenoderViterbi STCdeoder

Hyy mmxosts{ρi}Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 9 of 16



(2)Non-binary embedding operation.Main ontribution of the paper.
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Multi-layered Constrution (1/2)Example (quaternary embedding operation):Pixels xi ,yi ∈ {0,1,2,3} an be represented as (MSB , LSB)
︸ ︷︷ ︸2bits .Problem:Embed m bits into over x suh that D(x ,y) is minimal.Optimal oding sheme sends ith stego pixel aording toPr(yi |x) ∝ exp(−λρi(yi ,x)).Use �produt rule� Pr(MSB , LSB) = Pr(MSB) ·Pr(LSB |MSB).Entropy[MSB , LSB ] = Entropy[MSB ]

︸ ︷︷ ︸1st layer of MSBs+Entropy[LSB |MSB ]
︸ ︷︷ ︸2nd layer of LSBsHow to implement this using STCs in pratie?Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 11 of 16



Multi-layered Constrution (2/2)Entropy[MSB , LSB ] = Entropy[MSB ]
︸ ︷︷ ︸1st layer of MSBs+Entropy[LSB |MSB ]

︸ ︷︷ ︸2nd layer of LSBs1st layer of MSBs:Embed Entropy[MSB ] bits intoMSBs by minimizing osts
ρi (MSB = 0) = ρi (0,x)+ ρi (1,x)
ρi (MSB = 1) = ρi (2,x)+ ρi (3,x)

2nd layer of LSBs:Embed Entropy[LSB |MSB ] bitsinto LSBs with osts
ρi (LSB = 0) = ρi (0,x)
ρi (LSB = 1) = ρi (1,x)
ρi (LSB = 0) = ρi (2,x)
ρi (LSB = 1) = ρi (3,x)MSB = 0 ⇒MSB = 1 ⇒This is optimal if we know how to solve the binary problems.Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 12 of 16



Pratial IssuesTHEORY:Order in whih layers are proessed does not matter.Entropy[MSB , LSB ] = Entropy[MSB ]
︸ ︷︷ ︸MSBs �rst +Entropy[LSB |MSB ]

︸ ︷︷ ︸then LSBs
= Entropy[LSB ]

︸ ︷︷ ︸LSBs �rst +Entropy[MSB |LSB ]
︸ ︷︷ ︸then MSBsPRACTICE:Order in whih layers are proessed DOES play a role.Di�erent expansions lead to di�erent osts assignments forwhih the pratial odes (STCs) may fail.Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 13 of 16



Appliation to Spatial-Domain Digital Images
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ConlusionProposed Multi-layered onstrution allowsimplementing the minimal-distortion embeddingparadigm with non-binary embedding operation.Optimal if optimal binary soure-oding exist.Near-optimal when realized with Syndrome-Trellis CodesNo need to share the osts with the reeiver.Future diretions:Can we minimize statistial detetability by learningosts ρi(yi ,x)? ⇒ SPIE 2011.C++ and Matlab implementation available.Filler, Fridrih Minimizing Additive Distortion Funtions ... in Steganography 15 of 16
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