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Steganography of Real Digital MediaCover distribution of real digital media is tooomplex to be preserved exatly.Emb(·)message m ∈ {0,1}mover X Ext(·)message m ∈ {0,1}mstego Y
Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 2 of 15



Steganography of Real Digital MediaCover distribution of real digital media is tooomplex to be preserved exatly.Emb(·)message m ∈ {0,1}mover X Ext(·)message m ∈ {0,1}mstego YSteganography by over modi�ation:Stego objet Y is produed by slightly modifying some of theelements (pixels, DCT oe�ients, ...) in X .We assume binary embedding operation.X , Y ∈ {0,1}n are obtained via mod 2 of over elements.Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 2 of 15



Embedding ImpatTotal impat of embedding (distortion metri): xi ,yi ∈ {0,1}D(x,y) = ‖x−y‖ρ =
n
∑i=1ρi |xi − yi |,

ρi ∈ [0,∞) is a ost of hanging ith over element.Wet elements (ρi = ∞) should not be modi�ed at all.
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Embedding ImpatTotal impat of embedding (distortion metri): xi ,yi ∈ {0,1}D(x,y) = ‖x−y‖ρ =
n
∑i=1ρi |xi − yi |,

ρi ∈ [0,∞) is a ost of hanging ith over element.Wet elements (ρi = ∞) should not be modi�ed at all.Examples of detetability measures:
ρi = 1 ∀i then D(x,y) is total number of emb. hanges
ρi = 1 i ∈Dry and ρi = ∞ i ∈Wet ⇒ Wet Paper Channel
ρi = Q−2ei Perturbed QuantizationQ ... quantization step, 0≤ ei ≤ Q2 ... quant. errorPROBLEM: reate pratial algorithm for embeddingm bits in n element over suh that D(x,y) is minimal.Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 3 of 15



Distortion Pro�lesBounded distortion (ρi < ∞):
ρi ≈ 1iρi sorted ρionstant pro�le
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Distortion Pro�lesBounded distortion (ρi < ∞):
ρi ≈ iiρi sorted ρionstant pro�lelinear pro�le
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Distortion Pro�lesBounded distortion (ρi < ∞):
ρi ≈ i2iρi sorted ρionstant pro�lelinear pro�lesquare pro�le
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Distortion Pro�lesBounded distortion (ρi < ∞):
ρi ≈ i2iρi sorted ρionstant pro�lelinear pro�lesquare pro�le

ρi ≈ i2 ρi = ∞wetelementsiρi
τ

Wet Paper Channel (ρi may be ∞):Wet Paper Channelwith square pro�lerelative wetnes τ = 0.5Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 4 of 15



Relative Payload & Embedding E�ienym ... # of msg bits, k ... # of semi-dry elements (ρi < ∞)Relative payload: α =m/krequired to be small to stay undetetable (α ≈ 1/10)has to derease with inreasing over size (Square Root Law)
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Relative Payload & Embedding E�ienym ... # of msg bits, k ... # of semi-dry elements (ρi < ∞)Relative payload: α =m/krequired to be small to stay undetetable (α ≈ 1/10)has to derease with inreasing over size (Square Root Law)Embedding e�ieny: e =m/D(x,y)Number of bits embedded per unit distortion.Upper bound:Constant pro�le (ρi = 1):e ≤ αH−1(α)

Other pro�les:See paper.Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 5 of 15



State of the Art - Square Pro�le
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Goal: design new algorithms being able to handlearbitrary pro�le very lose to the bound.Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 6 of 15



Syndrome Coding ApproahCommon tool for onstruting steganographi shemes.
H ∈ {0,1}m×n ... shared parity-hek matrixExtration funtion:

=H

y mm= Ext(y) = Hy
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Syndrome Coding ApproahCommon tool for onstruting steganographi shemes.
H ∈ {0,1}m×n ... shared parity-hek matrixExtration funtion:

=H

y mm= Ext(y) = HyEmbedding funtion:y = Emb(x,m) = arg min
Hy=mD(x,y)Replae x with y, suh that D(x,y) is minimal and Hy =m.Embedding is NP hard problem for general parity-hekmatrix ⇒ we need some struture in H.Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 7 of 15



Syndrome Trellis Codes (1/3)Parameters: h ∈ {1, . . . ,15} ... onstraint height, w = 1/αParity-hek matrix H ∈ {0,1}m×n:h wĤ generate Ĥ ∈ {0,1}h×w pseudo-randomly
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Syndrome Trellis Codes (1/3)Parameters: h ∈ {1, . . . ,15} ... onstraint height, w = 1/αParity-hek matrix H ∈ {0,1}m×n:h w
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Ĥ

00 m ·wFiller, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 8 of 15



Syndrome Trellis Codes (1/3)Parameters: h ∈ {1, . . . ,15} ... onstraint height, w = 1/αParity-hek matrix H ∈ {0,1}m×n:h w 1
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Syndrome Trellis Codes (2/3)Syndrome trellis (h = 2): x= (0, . . . ,0), m= (0,1, . . .)andidates for stegoy = (0,0,?, . . . ,?)y = (1,1,?, . . . ,?)2 elements hanged
⇒ ost = ρ1 +ρ2 H =









1 10 1 1 10 1 1 10 1 1 1 





2h states11100100 0
ρ1+ρ2 ...m1 = 0 m2 = 1Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 9 of 15



Syndrome Trellis Codes (3/3)Viterbi algorithm (optimal quantizer):Finds the shortest path (losest stego objet)in the syndrome trellis.
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Syndrome Trellis Codes (3/3)Viterbi algorithm (optimal quantizer):Finds the shortest path (losest stego objet)in the syndrome trellis.Complexity: Time and spae O(2hn).Whole over objet an be used for embedding.Filler, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 10 of 15



Results - Square Pro�le
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Wet Paper Channel with Constant Pro�le
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Results - Speed (independent of α)
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ConlusionPriniple of minimal embedding impatis an important design rule for steganography.Syndrome Trellis Codesallows to minimize the embedding impatfor arbitrary pro�le (even with wet elements)for arbitrary rational relative payload α ≤ 1/2with near-optimal embedding e�ienywhere speed an be traded for performane.Optimized C++ and Matlab ode available.http://dde.binghamton.edu/downloadtomas.filler�binghamton.eduFiller, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 14 of 15



Do you want to join the game?
B O S SBreak Our Steganographi SystemBreak Our Steganographi SystemSteganalyti halange is oming up in 2010!1000 images, 500 with a hidden messageGuess whih ones!http://boss.gipsa-lab.grenoble-inp.frFiller, Judas, and Fridrih Minimizing Embedding Impat in Steganography ... 15 of 15
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