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Steganographic Capacit y

Capacit y of the steganographic channel:

numb er of bits that can b e transmitted in n -element cover

without p ossible detection b y the passive w a rden.

P erfectly secure stegosystem:

cover and stego distributions a re identical � no statistical

test can detect the p resence of the message.

Assuming full kno wledge of the cover source, it is kno wn that

the capacit y of p erfectly secure stegosystems is linea r in n .

Communication rate of p erfectly secure

stegosystems is non-vanishing.

[W ang, Moulin - 2004]
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Imp erfect Stegosystems

Imp erfect stegosystem:

cover and stego distributions a re di�erent � statistical

detecto rs exist.

p erfectly secure stegosystems exist fo r a rti�cial cover

sources

all kno wn stegosystems fo r digital media a re imp erfect

digital media cover sources will ha rdly ever b e p erfectly

understo o d

What is the capacit y of e-secure imp erfect stegosystems?

Many hints suggest that the capacit y is sublinea r.
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Capacit y of Imp erfect Stegosystems

Capacit y of imp erfect stegosystems is sublinea r.

Anderson (1996) 1st International Hiding W o rkshop

�Thanks to the Central Limit Theo rem, the mo re covertext w e give the

W a rden, the b etter he will b e able to estimate its statistics, and so the

smaller the rate at which [the Steganographer] will b e able to t w eak bits

safely . The rate might even tend to zero...�

Ker (2007 & 2008)

analysis of batch steganography and p o oled steganalysis

Filler, Ker, F ridrich The Squa re Ro ot La w of Steganographic Capacit y ... 4 of 12



Capacit y of Imp erfect Stegosystems

Capacit y of imp erfect stegosystems is sublinea r.

Anderson (1996) 1st International Hiding W o rkshop

Ker (2007 & 2008)

analysis of batch steganography and p o oled steganalysis

Steganographic capacit y of imp erfect stegosystems only

gro ws as the squa re ro ot of the numb er of communicated covers

Problem investigated in this pap er:

Squa re Ro ot La w of imp erfect steganography

fo r covers that allo w dep endencies (Ma rk ov chains)
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Squa re Ro ot La w of Ma rk ov Covers

Stegosystem is imp erfect due to the lack of the full

kno wledge of the cover source.

Kerckho�s' p rinciple:

W a rden kno ws the emb edding algo rithm and cover source

Basic assumptions:

1

cover source = �rst o rder Ma rk ov chain

2

emb edding op eration = indep. substitutions of states

3

stegosystem is NOT p erfectly secure

Ma rk ov cover source:

use suitable rep resentation of the cover

�rst-o rder stat., higher o rder stat. (Ma rk ov chain)
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Mutually Indep endent Emb edding Op eration

Emb edding op eration can b e mo deled as indep endent

substitution of one state fo r another - MI emb edding .

Pr ( Y

k

= j j X

k

= i ) = b

ij

(b )
X

k

... k -th cover element

Y

k

... k -th stego element

b ... change rate (rel. pa yload)

can b e found in majo rit y of

p ractical metho ds

examples: � 1 , LSB, F5, nsF5

analytically tractable - stego

objects fo rm Hidden Ma rk ov Chain

LSB embedding:

B =

= 1 � � = �
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Squa re Ro ot La w of Ma rk ov Covers

Under the assumptions of Ma rk ov covers , MI emb edding ,

and imp erfect stegosystem , w e p rove the follo wing theo rem.

Theo rem (SRL fo r Ma rk ov Covers):

1

emb edding pa yload that gro ws slo w er than

p
n leads to

eventual e-securit y fo r a rbitra rily small e > 0

2

emb edding pa yload that gro ws exactly as A

p
n leads to

e-secure stegosystem with �xed e > 0

3

emb edding pa yload that gro ws faster than

p
n leads to

eventual detection with a rbitra ry P

F A

and P

MD

This implies that the steganographic capacit y of imp erfect

stegosystems with Ma rk ov covers and MI

emb edding scales as A

p
n .
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SRL Pro of 1&2/3 - Undetectabilit y & e-securit y

emb edding pa yload that gro ws slo w er than

p
n leads to

eventual e-securit y fo r a rbitra rily small e > 0

b ... change p er pixel ) b n ... total numb er of changes

Assume cover is i.i.d. P ) stego is i.i.d. Q b ( Q

0

= P )

KL divergence b et w een n -pixel cover and stego:

D

KL

�
P

( n ) jj Q

( n )
b

�
= nD

KL

�
P jj Q b

�
=

1

2

n b 2

I ( 0 ) + O (b 3 )

I ( 0 ) ... Fisher Info rmation at b = 0 ( 0 < I ( 0 ) < C )

if lim

n ! ¥
b np

n

= 0 then D

KL

�
P

( n ) jj Q

( n )
b

�
! 0
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SRL Pro of 3/3 - Existence of The Detecto r

Cover is i.i.d. P ) stego is i.i.d. Q b and Q b [ i ] = P [ i ] + b c

i

emb edding pa yload that gro ws faster than

p
n leads to

detection with a rbitra rily small erro rs

Problem: decide H

0

: cover ( b = 0 ) o r H

1

: stego ( b > 0 ).

T b ( Y ) =
p

n

�
1

n

I f Y = i g � P [ i ]
� b ... change rate

Y ... data vecto r of length n

I f Y = i g ... # of k , where Y

k

= i

di�erence of means under b oth hyp otheses

E

�
T b � T

0

�
=

p
n

�
Q b [ i ] � P [ i ]

�
=

p
n b c

i

if lim

n ! ¥
b np

n

= ¥ then E

�
T b � T

0

�
! ¥
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SRL - Exp erimental V eri�cation - F5

La rgest pa yload m ( n ) emb edded using F5 that p ro duces a �xed

steganalyzer erro r, P

E

, fo r images with n non-zero DCT

co e�cients.

10 10:5 11 11:5 12 12:5

7

7:5

8

8:5

9

log(n)

lo
g

m
(n

)
at

�x
ed

P
E

m(n) = n0:532

PE = 0 :1

m(n) = n0:535

PE = 0 :25

[Ker et al., The Squa re Ro ot La w of Steganographic Capacit y , A CM, 2008]
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Conclusion

There is a wide range of situations in which secure

capacit y gro ws as squa re ro ot of the cover size.

Squa re Ro ot La w:

secure capacit y � A

p
n � rate is vanishing

holds fo r imp erfect stegosystems

�rst fo rmal p ro of alo wing dep endency b et w een pixels

applies to numb er of changes

Matrix Emb edding ) secure capacit y � A

p
n log n
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Consequences and F uture Directions

Consequences:

same relative pa yload is easier to detect in la rger covers

distribution of image sizes in database in steganalysis

Cover mo del mismatch ) sub-linea r capacit y .

F uture directions:

if secure capacit y scales as A

p
n then

ho w to use constant A to compa re stegosystems
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Thank y ou!

tomas.filler@bingham ton .ed u
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